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Foreword

The EBV-loT — Infineon OPTIGA Trust M Evaluation Shield is a quick evaluation tool based on Infineon
OPTIGA™ Trust M secure element in the Arduino header. It enables you a seamless access to
OPTIGA'’s features and can be either operated directly using USB port — no external adaptors needed,
either by using your favourite MCU platform board in an Arduino form factor. It can be self-powered
through USB, or Arduino header. And the maost importantly, the tool brings you to just a step away of
implementing highest level of embedded security into your I0T application.

Figure 1: EBV-IoT — Infineon OPTIGA Trust M Evaluation Shield (left), break-away board (right)

The kit includes:
e EBV-IoT — Infineon OPTIGA Trust M Evaluation Shield
Key Benefits

¢ Easy to use and out-of-the-box accessible secure element sensing evaluation tool

e USB powered (No external battery or supply needed)

¢ Arduino Uno header compatibility

e Access through integrated USB2I2C bridge or through Arduino header

e Various MCU vendor Arduino compatible evaluation boards examples available

e Multiple break-away board options available: secure element only using 12C bus

e Grove system ready: 12C Grove connectors

e Comes with OLED access pins for simple displaying values using OLED display

e USB2I2C bridge can be reused for accessing different products over 12C interface (break-away
possible)
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1. Overview

The EBV-I0T — Infineon OPTIGA Trust M Evaluation Shield (the shield) can be used in a standalone
operation as well as trough Arduino headers. Simple block diagram is depicted on Figure 2. Following
please find brief overview of components of the shield.

EBV-IoT — Infineon OPTIGA™ Trust M Evaluation Shield

I OPTIGA

Figure 2: Block diagram

The core of the shield is Infineon OPTIGA™ Trust M secure element. Please refer to manufacturer
product pages for more information. The shield is Arduino compatible using Arduino headers. On the
board there is USB connector used for powering the board and PC communication.

The onboard LEDs show basic status details. USB power LED indicates the board is powered up over

USB. The Board power LED indicates secure element power on status. |12C activity LED indicates 12C
communication status.

Multiple jumpers (J2, JC, JSDA, JSCL) offer additional hardware configuration. Solder bridges (SBRU,
SBVO, SB2, SB6, SB7) and “cut” bridges (JU, JE, JB, JBR, JBSCL, JBSDA) can be used to “hard-wire”
configuration using no jumpers. Please refer to Sub-section 1.5 Evaluation shield hardware configuration
options for more information. Additional Grove and OLED connector placeholders allow using Grove
I2C extension or OLED displays.

Arduino headers _F¥EEt SW1 - 12C PROG/EXT switch

*Groove connector* o ‘ m— L *J2 — RES jumper

*JC — current measurement
jumper

*JSCL, JSDA — External I12C
select Pads for wire connection

(compatible with Groove)

OPTIGA

1 g P
-loT - Infineon OPTIGA Trust M | ®

Evaluation Shield p1.1

*PMOD Tvpe 6 & .leg’nfmecrﬁ *Groove connector
ype - - -

(I12C master) *PMOD Type 6 (12C slave)

T o= Arduino headers with PSoC
SIS S Sse extension

* optional configuration

Figure 3: Shield overview
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1.1. Power supply

The shield can be powered either by USB using on-board 3.3V LDO, either by Arduino 3.3V power pin.

Warning: Secure element input power as well as I/O pins are 3.3V compliant. Please make
sure external voltages applied are within required specifications.

When used as standalone, the shiled is supplied from USB over 3.3V LDO as shown on Figure 4.

U2 MCPI755T-3302E/0T
EoD-USB T 1 00nF [ 10uF
hi

Vin Vout 3

1

)

- VDD
PWRGD L4 o S

100nF | 10uF
1

Figure 4: Shield USB power supply schematics

communication is possible using onboard access pins. Use 3.3V supply voltage on Grove

I Warning: If “secure element-only” break-away board is being used (broken-away), only 12C
|
connector

Warning: In case of using the shield and being powered concurrently from USB as well as
external 3.3V from Arduino headers the two voltages are “short circuited” over “cut” bridges JU

— USB power and JE — external power. In general, this should not cause any issues, but
eventually in case of excessive cross currents either of the JU or JE can be cut to prevent the
current flow between the two sources.

e
u

1.1.1 Current measurement
Optionally, the shield allows measuring secure element’s power consumption by measuring in-series
current flow. Please cut JB bridge and use JC jumper for in-series current flow measurement.

¢ - ([HO®O
JC g

1_Vvcc (infineon
S 2 vee2

VCcC VCC2
Ig

Cut here |

Figure 5: Current measurement setup
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1.3. Secure element

As already mentioned, the shield is enabling evaluation of Infineon OPTIGA™ Trust M secure element.
Figure 6 shows the simple setup. It uses [12C communication, power supply and optional reset “RES” pin
for additional functionality evaluation.

CcC
vee2 SE1
OPTIGA TrustM  vcc2 vee2

A

vce GD VCC2
1B :gf SD_gce zltLT
==—1 SCL NC [—
5 NC
[Cut JB for current measurements and RST 9 RST NC 6 C10
hise JC. 7
5 NC = 100nF
NC GND

LS 32AIA010Mx

12C address: 0x30

RST EXT S/Bl RST

OPTIGA's RST can optionaly be
ired to RES_EXT. Use excessive
solder to 'brick' the solder bridge.

o
23
=

5| 1618
(o] >
|<
O
O
<
o}
QA
(S}
(3
|%

Figure 6: “Secure element only” break-away board schematics

1.4. 12C address

7bit 12C address of the OPTIGA is 0x30 (HEX).

1.5. Evaluation shield hardware configuration options

The shield supports two 12C sets of pins: as a default there are pins 9 and 10 on CN1, and alternatively
pins 4 and 5 on CN1 can be used.

Note: Following notation is being used for hardware configurations:
¢ Closed — short circuited
e Open — no electrical connection
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A
vcc
3V3
vcc DA EXT1 JBSDA
JE SDA EXT !E
SDA _EXT2
B i
CL_EXT1 JBCL < =
SCL EXT @ 3
SCL_EXT2
Q Extension connectors Q
CN2 CNI
SCL_EXT1 SCL2 SCL_PRG
— 1 10 SDA_EXT1 ! SCL_EXT
— 2 9 SDAS i, 6 SDA PRG
3v3 2 8 o 4 SDA EXT
Y g g ~—~SBI4 SW1
9 5 SDA EXT2 ~—~SBl =
SCL EXT2 | | —SBI2
100nF : M —SBI RST EXT
2 ~—~SBI1
= = 1 ~—~SB9
JBR
N3 CE
1 1 CN4
2 2 8 ~—~SB8 SCL RXT1
3 3 7 ~—~SB7 VCC SDA EN[1
4 4 6 ~—~SB6
5 5 5 ~—~SB3
6 6 4 ~—~SB4
3 ~—~SB3 =
21 PTIGA's RST can optionaly be
ired to some of the unused pins.
Use SB3 - SB14 to manually wire
ES_EXT to respective pin and close
BR. Use excessive solder to 'brick'
he solder bridge.

Figure 7: 12C and RES pins configurations

1.5.1 Out-of-box setup

Shipped configuration is preset to support 12C over USB2I12C bridge or external I2C communication set
by using SW1 switch. Default external 12C pins are set

* 12C master can be either @) z233333333| (22aaaazs
Tee o ™ i f

* SW1 in PRG position — integrated ( Elektronik S
USB2I2C bridge or, = e e6]

* SW1 in EXT position — external 12C
master using external MCU/MPU
platform (pins 9 and 10 on CN1)

« Comes with no through-hole jumpers
populated

=
7]
=
c
=
<
e
=
o
(o]
c
o
@
E
iz
=
o

Evaluation Shield p1.1

1.5.2 Alternative 12C interface pins configuration
To use alternative 12C interface on pins 4 and 5 on CN1 please following steps (Figure 8):

1. Populate JSCL and JSDA jumpers
2. Close/put jumpers over JSCAL and JSDA as shown on Figure 8 - left
3. Open/cut IBSCL and JBSDA bridges (Figure 8 — right)
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Overview

=
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-
o
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o

ion Shield p1.1

| EI USB212C
] EO) Bridge

= XXX

Figure 8: Alternative 12C hardware configuration

1.5.3 12C interface configuration (after using any other jumper configuration)
To use default I12C interface configuration on pins 9 and 10 on CN1 set jumpers as shown on Figure 9.

g e
33333333‘3333::

L

FOR EVALUATION| @
PURPOSES ONLY

Figure 9: 12C pins configuration

1.5.4 Reset “RES” pin hardware configuration

Secure element RES pin can be connected to any of the CN1 pins 1 — 6 (mind alternative 12C pins if

being used) or CN4 pins 3 — 8 using SB3 — SB14 solder bridges. Moreover, please close the SBR solder
bridge using excessive solder.

2
= TF C
Gifineon

=l

o PN: EBV-IFX-OTM-EVSH

Figure 10: RES pin hardware configuration
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USB interface

The shield uses USB2I12C bridge enabling interfacing I12C bus as a master.

USB Diff Pair 90ohm USB_VBUS ul vee
VBUS (——USB ¥BUS VCCIN DCNFo (=5~
pym 2 USE N D- DONFI (=2—
zzzz  DP D
CPEEEER T GND DIOO/TX LED 5
KE&6565 oD i 900hm DIOIRTS =2 g
VBUS_DET DIO2/CTS (=2
DIO3/RXD <+ 3
1050170001 1 VOUT3V3 DIOA/TXD (w2 @
= VCCIO DIOS/SCL SbA PRG
DIOG/SDA.
FSOURCE DIOTPWREN =t R4
DEBUGGER ~ DIOS/INT_IN/'WAKEUP =2 1k
STEST_RST DIO9/DTR =20
_ DIOI0/DSD (=51 Yellow
RST DIOII/RI == ¥~{~LED_I2C
DIOI2/RX LED.PWREN 5—
2 | AGND DIOI3/DSR e RST USB
FT260S

Note: Onboard USB2I2C bridge accesses 12C bus as a master but only connects to secure
element when SW1 switch in PROG position. Onboard USB2I2C is not connected to any other
pin except to PMOD_M.

1.6. Driver installation
MS Windows® 10 or above recognizes the USB2I2C bridge products and automatically installs the USB
driver. There is no need to install any drivers; just make sure Windows is up to date.

I2C bridge is recognized as “Human Interface Device — HID” and is listed as “USB Input Device” as
shown on. VID and PID values are 0403 and 6030, respectively.

JSB Input Device Properties L X
General Driver Details Events Power Management
F= USB Input Device
Property
Hardware Ids ~
A Device Manager — O X
Value
File Action View Help USB\VID_04038PID_6030&REV_22008MI_01
e @E HE P EXE USB\VID_0403&PID_6030&MI_01
#= Microsoft Input Configuration Device A~
= Synaptics HID Device
% Synaptics StykFHID Device
% USB Input Device
#= USB Input Device
#= USB Input Device
% USB Input Device
% USB Input Device
% USB Input Device
= USB Input Device
5 Imaging devices e
Cancel
Figure 11: Windows Device Manager - USB HID part listing Figure 12: USB HID Device Properties - HW IDs
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2. Arduino interface

External Arduino layout MCU board can be used to access secure element over 12C lines.

Table 1: The shield Arduino interface layout

Pin function DIR DIR Pin function
B IN I2C SCL
IN/OUT [2C SDA

B! [INOUT |12C SDAalt
_ 7 1 IN 12C SCL alt
3.3V OUT/IN oT - Ilnfiqeon OPTIGA Trust u
) Evaluation Shield p1.1 u
GND GND 5
GND GND

on
[{e]
22
o2
0y
me=
nc
L
F=

<2

o

Warning: All I/O pins are 3.3V compliant.

3. Quick start

3.1. Installing the Infineon ModusToolbox™ application

Please refer to Infineon’s ModusToolbox™ Software pages for application download and installation
guide (link).

3.2. Connecting the shield to a PC

Connect the shield to a PC using micro USB cable (Type A/ Micro B or Type C / Micro B). Both RED
LEDs should be on as shown on Figure 13. SW1 switch should be in PROG position.

Warning: To access secure element on 12C bus from the USB212C interface SW1 switch
should be in PROG position.
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Quick start

¢S SW1lin PROG
position

7>

Figure 13: Connecting the shield to a PC

3.3. Running “modus-shell”

The easiest way of running “modus-shell” is to look for it under Windows search by typing in “modus”... .
The application should soon be listed on top as shown on Figure 14. Click on the “App” to run the
application.

All Apps Documents Settings

Best match
- modus-shell 1.3.1

App

Apps modus-shell 1.3.1

Eclipse IDE for ModusToolbox 3.0 App

B Module Docs

B  ModusToolbox 3.0 Documentation 7 Open

Documents - This PC (6+) U Open file location

Settings (3+) <3 Ppin to Start

£ modls-shell 1.3.1

Figure 14: Starting "modus-shell"
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Note: Your appearance of the terminal being used may be different to what shown bellow. The
terminal display is for a guidance of what the terminal output should be in terms of content.

Next step is to check whether “optigatrust” Python module is installed. Type “optigatrust.exe” into the
terminal. If your replay is “bash: optigatrust.exe: command not found”, please proceed to Sub-
section 3.3.1 otherwise proceed to Sub-section 3.4.

user@computer_name
$ optigatrust.exe
bash: optigatrust.exe: command not found

user@computer_name

$

3.3.1 Installing “optigatrust” Python module
Please install the “optigatrust” Python module by executing “pip install optigatrust”. Installation is
successful if “Successfully installed...” message appears.

~
user@computer_name
$ pip install optigatrust
Collecting optigatrust
Downloading optigatrust-1.3.7-py3-none-any.whl (493 kB)
| 493 kB 2.2 MB/s
Requirement already satisfied: cryptography in d:\infineon\modustoolbox\tools_3.0\python\lib\site-
packages (from optigatrust) (36.0.1)
Requirement already satisfied: click in d:\infineon\modustoolbox\tools_3.0\python\lib\site-packages
(from optigatrust) (8.0.4)
Collecting jinja2
Downloading Jinja2-3.1.2-py3-none-any.whl (133 kB)
| R | 133 kB 6.8 MB/s
Collecting pyserial
Using cached pyserial-3.5-py2.py3-none-any.whl (90 kB)
Collecting asnlcrypto
Downloading asnlcrypto-1.5.1-py2.py3-none-any.whl (105 kB)
| R | 105 kB 6.4 MB/S
Requirement already satisfied: colorama in d:\infineon\modustoolbox\tools_3.0\python\lib\site-
packages (from click->optigatrust) (0.4.5)
Requirement already satisfied: cffi>=1.12 in d:\infineon\modustoolbox\tools_3.0\python\lib\site-
packages (from cryptography->optigatrust) (1.15.1)
Requirement already satisfied: pycparser in d:\infineon\modustoolbox\tools_3.@\python\lib\site-
packages (from cffi>=1.12->cryptography->optigatrust) (2.21)
Collecting MarkupSafe>=2.0
Downloading MarkupSafe-2.1.2-cp38-cp38-win_amd64.whl (16 kB)
Installing collected packages: MarkupSafe, pyserial, jinja2, asnlcrypto, optigatrust
Successfully installed MarkupSafe-2.1.2 asnlcrypto-1.5.1 jinja2-3.1.2 optigatrust-1.3.7 pyserial-3.5

user@computer_name

$
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3.4. Interfacing OPTIGA Trust M

Quick check for proper “optigatrust” Python module installation is to run “optigatrust” or
“optigatrust.exe” command. We should see a replay with short usage instructions.

user@computer_name
$ optigatrust.exe
Usage: optigatrust [OPTIONS] COMMAND [ARGS]...

Options:
--version Show the version and exit.
--help Show this message and exit.
Commands:
create-keys Generate a keypair
object Manages objects data and metadata
update Use protected update feature

update-wizard Guide through the protected update preparation for a...

user@computer_name

$

Please check Table 2 for a short list of commands possible with “optigatrust” Python module.

Table 2: "optigatrust" short list of commands

optigatrust object --help Displays the usage information for the command object
optigatrust object --id @xe@e0 Read the content of the object 0xe0e0 (to get the objects map)
optigatrust object --id @xe@e@ -- Read the content of the object O0xe0e0, try to convert it into a

out certificate.pem --outform PEM  pgM-formatted X.509 certificate, and store the result into
a certificate.pem text file

OP‘Eigatrust object --id @xe0e@ --  Read the metadata of the object Oxe0e0

meta

optigatrust object --in Write to the OPTIGA™ Trust data and metadata from JSON

data_metadata.json format

optigatrust object --export-otc Read all the objects from the OPTIGA™ Trust and store them
into a format compatible with OPTIGA™ Trust configurator

optigatrust object --export-json Read all objects from the OPTIGA™ Trust and store them into
JSON format*

optigatrust create-keys --help Displays the usage information for the command create-keys

optigatrust create-keys --id Generate an ECC NISTP256 public/private key-pair and store

oxe6fl the private component in the given key object ID. Private key
usage is set to signature by default.

optigatrust create-keys --id Generate an ECC NISTP256 public/private key-pair and store

oxe6fl --pubout public.pkey -- them in the corresponding files. The output is PEM-formatted.

privout private.key

optigatrust create-keys --id Generate an ECC NISTP384 public/private key-pair

Oxedfl --curve secp384rl

optigatrust create-keys --id Generate an ECC NISTP256 public/private key-pair and put the

oxe6fl --key-usage key_agreement - prjyate key usage to be KeyAgreement and Signature

-key-usage signature

optigatrust create-keys --id Generate an RSA public/private key-pair with a key size of 2048

bxebfc --rsa --key_size 2048 bits. Private key usage is set to Signature by default.
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3.4.1 Certificate extraction
Most commonly used command is certificate extraction in PEM format. Please execute following
command: “optigatrust.exe object --id @xe@e® --outform PEM”.

user@computer_name

$ optigatrust.exe object --id ©xe@e@ --outform PEM

Loaded: liboptigatrust-libusb-win-amd64.d11

————— BEGIN CERTIFICATE-----
MIICXTCCAkugAwIBAgIECSw3ADACBggqhkjOPQQDAZBYMQsWCQYDVQQGEWIERTEh
MB8GALUECgWYSW5maW51b24gVGVjaG5vbGOnalVzIEFHMRMWEQYDVQQLDApPPUFRJ
ROEOVEOpMSswKQYDVQQDDCJIIbmZpbmVvbiBPUFRIROEOVE@PIFRYdXNOIEOEQOEE
MzA2MB4XDTIyMDcwNDASNDgyM1oXDTQyMDcwNDASNDgyM1owDTELMAKGALUEAWWC
IiIwWTATBgcqhkjOPQIBBggqhk jOPQMBBWNCAAS2XMfgl80WaEb2oxsKERej9B+A
5T1X0Qoa7rOFRrhy5j2gHjcYUU2yEea+bY3vHBzQzB24E3HQzP1Py/yk5rfio4IB
MjCCASAwWYAYIKwYBBQUHAQEEVDBSMFAGCCSGAQUFBzAChkRodHRwczovL3BraS5sp
bmZpbmVvbi5jb20vT3BOaWdhVHI1c3RFY2NDQTMwWNi9PcHRpZ2FUcnVzdEV]jYONB
MzA2LmNydDAdBgNVHQA4EFgQUAXtoQYtIPpFXRIa7k4V9sjX/5FYwDgYDVROPAQH/
BAQDAgCAMAWGA1UdEWEB/wQCMAAWVQYDVROTBE4AWTDBKOEigRoZEaHROCHMELY Ow
a2kualW5maW51b24uY29tLO9wdG1nYVRYdXNORWNJQOEzMDYvVT3BOaWdhVHI1c3RF
Y2NDQTMwN15j cmwwFQYDVROgBA4WDDAKBggqghQARAEUATAFBENVHSMEGDAWEBS 2
S6AAF129DVI0F11549t4QMAFZjAKBggqhkjOPQQDAWNOADB1AFBIWIRrR8jBhags
MNr866SGTQDUUwW04kjIjxsHDgNGIA3I2+rQ3J9BcETFbZSZ29RoCMQD5uzV5/Lz1
Muil44HmH4tMzjazZQgOnc7KZe@RVBNOLCT1VgHMUm3s10QZFw306mhd=

----- END CERTIFICATE-----

user@computer_name

For more information related to “optigatrust” please refer to Inineon “python-optiga-trust” guide (link).

3.5. Troubleshooting

Most common mistake when interfacing OPTIGA is either the shield not properly connected to PC or
OPTIGA not detected on the 12C bus. There are two possible reasons for the 12C bus detection issue:

1. The shield switch “SW1” is in a position “EXT” - please put the switch “SW1” to position “PRG”
as described in Sub-section 3.2.

2. The I12C bus is taken by external I2C master, or the pins are not in “open-collector” mode i.e. pins
are externally held to low or high. = please release the pins. Disconnecting the shield form any
other Arduino interface usually solves the issue.

If you see “Error: 0x102” it is very likely OPTIGA not seen on 12C bus, while only “Error: 0x202” listed,
indicates an issue with shield to PC connection.

user@computer_name
$ optigatrust.exe object --id ©xe@ed
Error: 0x102

I''lError in opening serial port : 2Error: 0x202

Could not find module 'D:\Infineon\ModusToolbox\tools_3.0\python\lib\site-
packages\optigatrust\csrc\lib\liboptigatrust-i2c-win-amd64.d11l' (or one of its dependencies). Try
using the full path with constructor syntax.

libusb: Failed to connect

uart: Failed to connect

i2c¢: Failed to find library liboptigatrust-i2c-win-amd64.dll in
D:\Infineon\ModusToolbox\tools_3.0\python\lib\site-packages\optigatrust\csrc\lib

user@computer_name

$
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4. Embedded platform & cloud connectivity

The shield is included in a complete solution demo utilizing Infineon PSoC™, Xensiv™™ PAS CO2 and
DPS310 pressure sensors, AIROC™ CYW43012 based muRata Type 1LV module and Avent
loTConnect cloud platform.

(infineon
OPTIGA™ Trust M

U

(infineon (infineon (infineon
PAS CO2 (o) @3F PSoC™ 62 CYWA43012 .ud
DPS310 599 :

2 \ /

N7 /IOTCONNECT

Please contact your EBV elektronik representative for more information or at ssc@ebv.com.
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