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Foreword 

Foreword 

The EBV-IoT – Infineon IoTConnect Secure Cloud connected 

solution is a powerful and innovative system that brings together the 

latest advancements in IoT technology and cloud connectivity to 

provide a highly secure and reliable platform for businesses looking 

to embrace the benefits of the Internet of Things. This solution 

offers a range of features and capabilities that make it ideal for a 

wide range of applications, from smart homes and buildings to 

industrial automation and beyond. With its advanced security 

features, real-time data analytics, and flexible deployment options, 

the EBV-IoT – Infineon IoTConnect Secure Cloud connected 

solution is poised to become one of the leading solutions in the fast-growing IoT market.  

 

Figure 1: The solution high level overview block diagram 

The solution was developed using internal expertise from EBV Elektronik and is built on a foundation of 

advanced hardware and software components, including Infineon PSoCTM MCU, AIROCTM CYW43012 

based muRata Type 1LV WiFi/BT combo module, PAS CO2 and DPS310 pressure sensors using EBV 

internally developed PAS CO2 and OPTIGA Trust M evaluation shields, as well as the Avnet IoTConnect 

cloud platform. 

The PAS CO2 evaluation shield is designed for seamless evaluation using standard hardware interface 

and to provide accurate and reliable CO2 monitoring for a wide range of applications, from indoor air 

quality monitoring to industrial automation. Similarly, the OPTIGA Trust M evaluation shield simplifies 

access to advanced security features that are critical for ensuring the integrity and confidentiality of data 

transmitted over the IoT network.  

Finally, the Avnet IoTConnect cloud platform provides a highly scalable and flexible cloud infrastructure 

that enables the secure and efficient management of IoT devices and data. With its advanced analytics 

and visualization tools, as well as its powerful security features, the Avnet IoTConnect cloud platform is 

the perfect complement to the above hardware system. 

Overall, the EBV-IoT – Infineon IoTConnect Secure Cloud connected solution represents a major leap 

forward in the world of IoT, providing businesses with a powerful and flexible platform for leveraging the 

full potential of this exciting technology.  
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Introduction 

1. Introduction 

EBV Elektronik has designed a complete onboarding flow on top of Avnet IoTConnect cloud to simplify 

device onboarding and cloud platform evaluation. From building a complete cloud environment in an 

instant, leveraging the challenge of building state of the art secured IoT device (using EBV Elektronik 

hardware and software), to bringing data to end user via the EBV Mobile App. This cloud ecosystem 

aims at offering a fast, innovative, and scalable platform which provides real product differentiation to 

customers at minimal cost. 

 

The goal of this training is to connect the demo setup to the Avnet IoTConnect cloud using one of the 

best-in-class hardware security thanks to Infineon OPTIGATM Trust M secure element. As main platform 

we will be using Infineon PSoC 62 MCU and CYW43012 based Wi-Fi/BT combo connectivity module. A 

set of Infineon XensivTM sensors will complete the device hardware setup to provide a more advanced 

product. 

 

This training manual will guide you through a hands-on session following every step on the device 

secure cloud connection path. The training demonstrates how to build, develop and deploy an 

affordable, state of the art, end-to-end secured solution. 
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Create and register  
your Device 
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Introduction 

The following topics will be covered: 

• Infineon PSoC 62 Programming & JTAG Debugging. 

• Infineon OPTIGA Trust M provisioning for IoTConnect Cloud. 

• Connecting the demo setup to IoTConnect Cloud. 

• Remote Control from the EBV Mobile App. 

1.1. Deliverables 

The training material is provided during the Training sessions and comes as: 

• EBV-IoTC Training Zip (.zip file) 

• EBV-IoTC Training no MTB Zip (.zip file without ModusToolbox) 

The different resources needed to complete this training (hands-on documentation, datasheets, 

application notes, software & tools) are included in the delivery. However, the training manual always 

refer you to latest documentation provided by the manufacturers on their respective websites. 

The training Zip is composed of following main folders: 

• EBV Documentation: documentation and related information for EBV-IoT products 

• Firmware: PSoC executable for IoTConnect demo 

• Infineon documentation: documentation and related information for Infineon products 

• MobileApp: source code for EBV-IoT Mobile Application 

• MTB Project: ModusToolbox project used to build the IoTConnect Secured Solution 

• Scripts: Python scripts for Optiga management 

• Sources: source files for ModusToolbox projects to be used with the training 

• Template: IoTConnect device template to upload to the cloud. 

• Tools: installation files for the tools to be used during this training. 

In the ‘root’ folder there are this training manual and training overview. 

1.2. Icon key identifiers 

Icons are used to notify about valuable information or point out important steps to follow. These icons 

are: 

 

  

 
Note: Provides valuable information about a specific topic 

 
Tip: Indicates useful tips and techniques 

 
To Do: Highlights objectives to be completed and possible extensions 

 
Task accomplished: Highlights the expected results of the specific task 

 
Important: Indicates important information 

https://www.avnet.com/wps/portal/ebv/
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Introduction 

1.3. Document conventions  

Table 1: Document Conventions for the manual 

Convention Usage 

Italic In document referenced link 

Italic-Bold Externally referenced link 

Bold Clickable menu item 

Bold Squared 
 

Clickable web page or menu item to be clicked during the tasks 

Consolas Commands to be executed or messages displayed in terminal 

 

1.4. Hardware prerequisites 

Following evaluation hardware is going to be used during the training: 

• The PSoC™ 62S2 Wi-Fi BT Pioneer Kit (CY8CKIT-062S2-43012) 

• EBV-IoT – Infineon PAS CO2 Evaluation Shield 

• EBV-IoT – Infineon OPTIGA Trust M Evaluation Shield 

• 128x128 pixels OLED display (optional) 

 
The PSoC™ 62S2 Wi-Fi BT Pioneer Kit  

(CY8CKIT-062S2-43012) 

 
EBV-IoT – Infineon PAS CO2 Evaluation Shield 

 
EBV-IoT – Infineon OPTIGA Trust M Evaluation Shield 

 

 

 

Important: To run the complete workshop hands on part a computer with admin/root rights 
should be used. Windows OS is preferred, while for Linux should be able to run as well.  

https://www.avnet.com/wps/portal/ebv/
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1.5. Software prerequisites 

1.5.1 Installing ModusToolbox™ 

Please refer to the Infineon’s ModusToolboxTM Software pages for application download and 

“Installation guide” (link).  

Default location of installation directory for the Eclipse IDE is: 

<install_path>\ModusToolbox\ide_<version>\eclipse\ 

To check for ModusToolBox environmental variable setting, under Windows Start menu or Windows 

search type in “env”… . The Edit the system variables should soon be listed on top as shown on 

Figure bellow. 

 

 

Note: For the “Quick Start” version of the Infineon IoTConnect Cloud connected solution 

ModusToolboxTM is not required and you can skip to Sub-section 1.5.2 Installing 

ModusToolbox™ Programmer. However, if you would like to get familiar with Infineon 

ModusToolboxTM, we still recommend installing it for your reference. 

 

Note: It is strongly recommended to install the tool into the root of any of your disk drives e.g. 

“D:/Infineon”. Please do keep the name as short as possible and do not use spaces or any 

special characters. 

 

Important: If the software is installed in any other than default location you have to set an 

environment variable. Please follow the ModusToolbox installation guide or follow next 

steps. 

https://www.avnet.com/wps/portal/ebv/
https://www.infineon.com/cms/en/design-support/tools/sdk/modustoolbox-software/
https://www.infineon.com/cms/en/design-support/tools/sdk/modustoolbox-software/
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Now click on Environmental Variables and look for “System Variable” CY_TOOLS_PATHS.  

 

 

Please proceed accordingly: 

A. If the variable does not exist, then in “Environment Variables” window click New, then in new pop-up 

window “New System Variable” at “Variable name” type CY_TOOLS_PATHS and in “Variable value” put 

your ModusToolBox path or browse using Browse Directory. Then click OK as well as click OK in 

“Environment Variables” window. 

 

B. If the variable exist, then in “Environment Variables” window click Edit, then in new pop-up window 

“Edit System Variable” check if “Variable name” matches to CY_TOOLS_PATHS and “Variable value” 

matches to your ModusToolBox path or browse using Browse Directory. Then Click OK as well as 

click OK in “Environment Variables” window. 

 

After successful installation you should be able to see the tools installed in your start menu under 

“ModusToolbox 3.1 (Current user)”. 

A B 

https://www.avnet.com/wps/portal/ebv/
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Figure 2: Start menu with ModusToolbox installed 

If clicked on Eclipse IDE for ModusToolBox 3.1 you will see a “Launcher” window popping out. 

 

1.5.2 Installing ModusToolbox™ Programmer 

Please refer to the Infineon’s ModusToolbox™ Programmer Software pages for application download 

and “ModusToolbox™ Programming GUI user guide” (link) for installing instructions.  

After successful installation you should be able to see the tools installed in your start menu under:  

1. “Recently added→mtb-programmer x.x”, or 

2. “Infineon technologies→mtb-programmer x.x”  

where x.x denotes version of the installed tool. 

 

Task accomplished: If you can run “Eclipse IDE for ModusToolboxTM Launcher” and a 
workspace selection window is opening, you are good to proceed to a next step. 

 

Note: For the “Full” version of the Infineon IoTConnect Cloud connected solution 

ModusToolboxTM Programmer is not required and you can skip to Sub-section 1.5.3 Running 

Python (“modus-shell”  

https://www.avnet.com/wps/portal/ebv/
https://www.infineon.com/cms/en/design-support/tools/programming-testing/psoc-programming-solutions/
https://www.infineon.com/dgdl/Infineon-ModusToolbox_TM_Programmer_GUI_user_guide_v05_00-UserManual-v10_00-EN.pdf?fileId=8ac78c8c7fb5929e017ff76ada40103c
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Introduction 

 

 

 

 

Figure 3: ModusToolbox™ Programmer 

 

1.5.3 Running Python (“modus-shell”) 

Python is required for OPTIGA™ Trust M provisioning.  

 

Task accomplished: If you can run “mtb-programmer” as depicted in Figure 3: 
ModusToolbox™ Programmer you are good to proceed to a next step. 

 

Note: If you have Python already installed you can proceed to a step 1.5.4 Installing 

“optigatrust” Python module. 

https://www.avnet.com/wps/portal/ebv/
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If you do not have Python nor ModusToolbox™ (as one of the prerequisites of the “Full” version of the 

workshop) installed, you can either: 

1. Install Python from the “python.org” pages (link), or 

2. Install ModusToolbox™ (as in Sub-section 1.5.1 Installing ModusToolbox™) which comes with 

“modus-shell” Python instance as part of the installation 

Having ModusToolbox™ installed, the easiest way of running “modus-shell” is to look for it under 

Windows search by typing in “modus”… . The application should soon be listed on top as shown on 

Figure 4. Click on the “App” to run the application. 

 

Figure 4: Starting "modus-shell" 

Now run either your instance of Python or “modus-shell” Python instance. Please check whether 

“optigatrust” Python module is installed. Type “optigatrust.exe” into the terminal. If your replay is 

“bash: optigatrust.exe: command not found”, please proceed to Sub-section 1.5.4 Installing 

“optigatrust” Python module otherwise proceed to Sub-section 1.5.5 Installing other Python modules. 

 ~ 
user@computer_name ~ 
$ optigatrust.exe 
bash: optigatrust.exe: command not found 
 
user@computer_name ~ 
$ 

1.5.4 Installing “optigatrust” Python module 

Please install the “optigatrust” Python module by executing “pip install optigatrust”. Installation is 

successful if “Successfully installed…” message appears. 

https://www.avnet.com/wps/portal/ebv/
https://www.python.org/
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 ~ 
user@computer_name ~ 
$ pip install optigatrust 
Collecting optigatrust 
  Downloading optigatrust-1.3.7-py3-none-any.whl (493 kB) 
     |████████████████████████████████| 493 kB 2.2 MB/s 
Requirement already satisfied: cryptography in d:\infineon\modustoolbox\tools_3.0\python\lib\site-
packages (from optigatrust) (36.0.1) 
Requirement already satisfied: click in d:\infineon\modustoolbox\tools_3.0\python\lib\site-packages 
(from optigatrust) (8.0.4) 
Collecting jinja2 
  Downloading Jinja2-3.1.2-py3-none-any.whl (133 kB) 
     |████████████████████████████████| 133 kB 6.8 MB/s 
Collecting pyserial 
  Using cached pyserial-3.5-py2.py3-none-any.whl (90 kB) 
Collecting asn1crypto 
  Downloading asn1crypto-1.5.1-py2.py3-none-any.whl (105 kB) 
     |████████████████████████████████| 105 kB 6.4 MB/s 
Requirement already satisfied: colorama in d:\infineon\modustoolbox\tools_3.0\python\lib\site-
packages (from click->optigatrust) (0.4.5) 
Requirement already satisfied: cffi>=1.12 in d:\infineon\modustoolbox\tools_3.0\python\lib\site-
packages (from cryptography->optigatrust) (1.15.1) 
Requirement already satisfied: pycparser in d:\infineon\modustoolbox\tools_3.0\python\lib\site-
packages (from cffi>=1.12->cryptography->optigatrust) (2.21) 
Collecting MarkupSafe>=2.0 
  Downloading MarkupSafe-2.1.2-cp38-cp38-win_amd64.whl (16 kB) 
Installing collected packages: MarkupSafe, pyserial, jinja2, asn1crypto, optigatrust 
Successfully installed MarkupSafe-2.1.2 asn1crypto-1.5.1 jinja2-3.1.2 optigatrust-1.3.7 pyserial-3.5 
WARNING: You are using pip version 21.1.3; however, version 23.0.1 is available. 
You should consider upgrading via the ‘D:\Infineon\ModusToolbox\tools_3.0\python\python.exe -m pip 
install –upgrade pip’ command. 
 
user@computer_name ~ 
$ 

Quick check for proper “optigatrust” Python module installation is to run “optigatrust” or 

“optigatrust.exe” command. We should see a replay with short usage instructions. 

 ~ 

user@computer_name ~ 
$ optigatrust.exe 
Usage: optigatrust [OPTIONS] COMMAND [ARGS]... 
 
Options: 
  --version  Show the version and exit. 
  --help     Show this message and exit. 
 
Commands: 
  create-keys    Generate a keypair 
  object         Manages objects data and metadata 
  update         Use protected update feature 
  update-wizard  Guide through the protected update preparation for a... 
 
user@computer_name ~ 
$ 

1.5.5 Installing other Python modules 

To run all the steps related to secure element interfacing using Python scripts, we need to add 

OpenSSL, QRcode and image related modules. Please install the modules using following commands: 

• “pip install pyopenssl” 

• “pip install pillow” 

• “pip install qrcode” 

https://www.avnet.com/wps/portal/ebv/
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 ~ 

user@computer_name ~ 
$ pip list 
Package             Version 
------------------- ------------ 
appdirs             1.4.4 
. 
openssl-python      0.1.1 
optigatrust         1.3.7 
Pillow              9.5.0 
. 
pyOpenSSL           23.1.1 
. 
qrcode              7.4.2 
. 
WARNING: You are using pip version 21.1.3; however, version 23.1.2 is available. 
You should consider upgrading via the 'D:\Infineon\ModusToolbox\tools_3.0\python\python.exe -m pip 
install --upgrade pip'  
 
command.user@computer_name ~ 
$ 

 

 

1.6. Create IoTConnect cloud account  

As a first step in every cloud platform it is to create your cloud access account. Use your favourite 

browser to access EBV IoTConnect website at https://iotconnect.io/ebv and click “Request a Free 

IoTConnect Account”: 

 

 

Task accomplished: If you your “pip list” is listing “optigatrust”, “pyopenssl”, “pillow”, 

and “qrcode” you are fulfilling Python related requirements. 

https://www.avnet.com/wps/portal/ebv/
https://iotconnect.io/ebv
https://iotconnect.io/ebv
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Enter your details and make sure your email address is valid then click “Submit” button: 

 

If the provided information is correct, a confirmation popup invites you to check your emails for an email with a link 

to validate your email address. Press OK button: Usually, the browser returns you to the beginning of the 

page. 

 

Please check your mailbox. You should be receiving email with a content like one bellow. Click on Verify 

Email Now. 

 

 

Important: Password must contain at least 1 upper case and special character. 

iotconnect.io says 

Your details have been saved successfully. Please check your inbox to 

verify your email address and complete registration process. 

Hello Uros Mali,  

Welcome to IoTConnect! 

Please click below link to verify your email address and complete the registration 

process for your free IoTConnect account. 

Verify Email Now 

Best Regards, 

The IoTConnect team 

ssc@ebv.com  

Copyright ©2021 Avnet, Inc. All rights reserved. 

Knowledgebase - FAQ - Human Rights - Privacy - Terms of Use 

 

OK 

https://www.avnet.com/wps/portal/ebv/
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The webpage loads again and process the creation of your account in the background. Once complete, 

below popup should open to confirm your IoTConnect account has been created successfully. Click OK 

button: 

 

Please check your mailbox. You should now get confirmation email with a link the cloud platform. 

 

Login to the cloud using email and password you provided during registration process. 

 

If it happens you forgot your password, you can reset the password by clicking Forgot Password? at 

login page.  

iotconnect.io says 

Company registered successfully. 

Hello Uros Mali,  

Your free IoTConnect account is ready. Please use below credentials to connect to 

your account: 

URL : https://avnet.iotconnect.io 

Username : email@domain.com 

Best Regards, 

The IoTConnect team 

ssc@ebv.com  

Copyright ©2021 Avnet, Inc. All rights reserved. 

Knowledgebase - FAQ - Human Rights - Privacy - Terms of Use 

 

OK 

https://www.avnet.com/wps/portal/ebv/
https://avnet.iotconnect.io/
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Reset your password by providing new one and confirmation of the same password and click Submit. 

 

You should be now seeing “Welcome back” page. 

 

 

Important:  Password must contain at least 1 upper case and special character. 

https://www.avnet.com/wps/portal/ebv/
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After a successful login, the IoTConnect backend will land to the Dashboard page showing information 

related to device activities (device to cloud messages, command, twin properties, rule, notification, 

events, etc) and the current subscription plan: 

 

 

 

Task accomplished:  Congratulations, you have just created your free Avnet IoTConnect 
cloud account. Save your IoTConnect login credentials securely for your next use.  

https://www.avnet.com/wps/portal/ebv/
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Phone:  +39 011 26256 90 

Fax:  +39 011 26256 91 

IRELAND 

Fitzwilliam Hall 

Fitzwilliam Place 

Dublin 2 

D02 T292 

Phone:  +353 1 4097 802 

Fax:  +353 1 4568 544 

 

NETHERLANDS 

Zonnebaan 9 

3542 EA Utrecht 

Phone:  +31 346 5830 10 

Fax:  +31 346 5830 25 

 

NORWAY 

1181 Oslo 

Brannfjellveien 11 

Phone:  +47 22 67 17 80 

Fax:  +47 22 67 17 89 

 

POLAND 

80-838 Gdansk 

Targ Rybny 11/12 

Phone:  +48 58 30781 00 

 

P02-676 Warszawa 

Postepu 14 

Phone:  + 48 22 209 88 05 

 

50-062 Wroclaw 

Pl. Solny 16 

Phone:  +48 71 34229 44 

Fax:  +48 71 34229 10 

 

PORTUGAL 

4400-676 Vila Nova de Gaia Unipessoal 

LDA / Edifício Tower Plaza 

Rotunda Eng. Edgar Cardoso, 23 - 14ºG 

Phone:  +351 22 092026 0 

Fax:  +351 22 092026 1 

 

ROMANIA 

020334 Bucharest 

4C Gara Herastrau Street 

Building B, 2nd Floor - 2nd District 

Phone:  +40 21 52816 12 

Fax:  +40 21 52816 01 

 

RUSSIA 

620028 Ekaterinburg 

Tatischeva Street 49A 

Phone:  +7 343 31140 4 

Fax:  +7 343 31140 46 

 

127486 Moscow 

Korovinskoye Shosse 10, 

Build 2, Off. 28 

Phone:  +7 495 730317 0 

Fax:  +7 495 730317 1 

 

197374 St. Petersburg 

Atlantic City, Savushkina str 126, 

lit B, premises59-H, office 17-2 

Phone:  +7 812 635706 3 

Fax:  +7 812 635706 4 

 

SERBIA 

11070 Novi Beograd 

Milentija Popovica 5B 

Phone:  +381 11 40499 01 

Fax:  +381 11 40499 00 

 

SLOVAKIA 

82109 Bratislava 

Turcianska 2 Green Point Offices 

Phone:  +421 2 3211114 1 

Fax:  +421 2 3211114 0 

 

SLOVENIA 

1000 Ljubljana 

Dunajska cesta 167 

Phone:  +386 1 5609 778 

Fax:  +386 1 5609 877 

SOUTH AFRICA 

7700 Rondebosch, Cape Town 

Belmont Office Park, Belmont Road 

1st Floor, Unit 0030 

Phone:  +27 21 402194 0 

Fax:  +27 21 4196256 

 

3629 Westville 

Forest Square,11 Derby Place 

Suite 4, Bauhinia Building 

Phone:  +27 31 27926 00 

Fax:  +27 31 27926 24 

 

2128 Rivonia, Sandton 

Johannesburg 

33 Riley Road 

Pinewood Office Park 

Building 13, Ground Floor 

Phone:  +27 11 23619 00 

Fax:  +27 11 23619 13 

 

SPAIN 

08014 Barcelona 

c/Tarragona 149 - 157 Planta 19 1º 

Phone:  +34 93 47332 00 

Fax:  +34 93 47363 89 

 

39005 Santander (Cantabria) 

Racing nº 5 bajo 

Phone:  +34 94 22367 55 

Phone:  +34 94 23745 81 

 

28760 Tres Cantos (Madrid) 

c/Ronda de Poniente 14 - 2ª planta 

Phone:  +34 91 80432 56 

Fax:  +34 91 80441 03 

 

SWEDEN 

16440 Kista 

Isafjordsgatan 32B, Floor 6 

Phone:  +46 859 47023 0 

Fax:  +46 859 47023 1 

 

SWITZERLAND 

8953 Dietikon 

Bernstrasse 394 

Phone:  +41 44 74561 61 

Fax:  +41 44 74561 00 

 

TURKEY 

06520 Ankara 

Armada Is Merkezi 

Eskisehir Yolu No: 6, Kat: 14 

Ofis No: 1406, Sogutozu 

Phone:  +90 312 2956 361 

Fax:  +90 216 528831 1 

 

34774 Ümraniye / Istanbul 

Tatlısu Mahallesi Pakdil Sokak 7 

Phone:  +90 216 528831 0 

Fax:  +90 216 528831 1 

 

35580 Izmir 

Folkart Towers 

Manas Blv. No 39 B Blok 

Kat: 31 Ofis: 3121 

Phone:  +90 232 390 9196 

Fax:  +90 216 528831 1 

 

UKRAINE 

03040 Kiev 

Vasilovskaya str. 14 

off. 422-423 

Phone:  +380 44 496222 6 

Fax:  +380 44 496222 7 

 

UNITED KINGDOM 

Maidenhead (South) 

Berkshire, SL6 7RJ 

2, The Switchback 

Gardner Road 

Phone:  +44 16 28778556 

Fax:  +44 16 28783811 

 

Manchester (North) 

M22 5WB 

Manchester International Office Centre 

Suite 3E (MIOC) Styal Road 

Phone:  +44 16 149934 34 

Fax:  +44 16 149934 74 

 

https://www.avnet.com/wps/portal/ebv/
http://www.ebv.com/
https://www.avnet.com/wps/portal/ebv/company/locations-contacts/

